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EXECUTIVE SUMMARY

Objectives

To review detectors (principally gas but also liquid hydrocarbon) for potential use at fuel
storage sites such as Buncefield.

Main Findings
General

Various types of hydrocarbon spill and leak detection techniques for potential use at fuel storage
sites such as Buncefield have been reviewed. These are mitigative devices compared with
preventative devices such as liquid level detectors.

Gas detectors are widely used to monitor leaks of flammable vapour, particularly offshore
where evacuation of the site is obviously much more difficult than onshore. They are employed
onshore on petroleum refineries but tend not to be used at UK fuel storage sites. Indeed,
currently, there are no gas detectors used for petrol vapour applications on UK fuel storage sites.

Gas and liquid detectors are not covered in the API 334 (1996) guide on leak detection for
aboveground storage tanks.

Functional safety

With respect to functional safety systems, the use of performance-based design methodologies
associated with mitigative Safety Instrumented Functions eg provided by gas detection, is not
currently normal practice within the process industries. However, mitigative Safety
Instrumented Functions could be within the scope of standards such as BS EN 61511.

There are various standards specifically relating to flammable gas detection including
performance requirements, guide for use and functional safety. The current functional safety
standards are, however, concerned with the instruments themselves (hardware) and do not
consider their coverage. The current UK standard (BS EN 60079-29-2) relating to the location
of flammable detectors is very general.

At present, there are no UK/EN performance standards relating to liquid hydrocarbon detectors.

There are useful principles in ISA TR84.00.07 which could be adopted (possibly by IEC) so that
the degree of risk reduction from the use of leak detection techniques can be quantified. The
major points to consider are as follows:

e Risk-based concepts, as in ISA 84.00.07 and BS EN 61511, including designing to a
targeted performance level with an associated integrity and an acceptably low probability
of failure on demand.

e Undertake a comprehensive screening analysis to determine if Fire & Gas Systems (FGS)
are desirable for the process under consideration.

e The assessment of detector coverage is an important concept in determining how effective
that proposed array of detectors with a given voting arrangement would be in detecting an
incipient hazard at a level that will initiate a specified safety action.

o Detector placement and coverage issues require study with the same quantitative rigour as
average Probability of Failure on Demand (PFD).
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e Use of an event tree model similar to that used in Quantitative Risk Assessment (QRA)
which quantifies detector coverage, FGS safety availability and mitigation effectiveness to
calculate the mitigated risk.

Gas detectors

Infrared point and open-path detectors tend to have lower PFDs than catalytic detectors and are
therefore preferred for fixed monitoring applications for spills.

For open areas, open-path gas detectors are typically preferred to point detectors because of
their greater coverage. However, point detectors can play a role if the point detector is very
close to the potential leak (based on a quantitative risk assessment) and where the point detector
coverage is expected to be very high, eg through use of traps, enclosures.

Gas imaging systems, while still under development, hold promise for portable, sensitive leak
detection and repair systems and possibly as fixed site monitors.

Ultrasonic detection could be considered for leaks from high pressure gas systems, but not
liquids or mixed phase leaks, should these occur at a fuel storage site. Again, as for
concentration-based detectors, care is needed in placement, even though gas does not need to
disperse to the detector.

Gas dispersion and detector coverage

The range of conditions of interest, both when a hazard could occur and what should be
detected, need to be specified.

There is a lack of information on the flow and concentration of vapour in the near field. This
would affect the ability to specify detector coverage in the near field and a source term for the
far field.

If models are used their capabilities would need to be demonstrated and the conditions used
would need to be justified. Until more measurements have been performed and models have
been developed any solutions are likely to be heuristic.

Optimal location of detectors is likely to be in the bund and use of traps, enclosures will
improve coverage. Alarm levels should be set sufficiently high such that only a significant spill
will generate sufficient vapour concentration to alarm.

Liquid hydrocarbon detectors

Liquid hydrocarbon detectors, while not as widespread in petroleum applications as gas
detectors, offer significant advantages as a mitigative spill/leak detection technique. Liquid flow
is easier to predict and therefore the coverage of the detector is likely to be higher than for a gas
detector. Moreover, the use of a cable monitoring system also improves coverage when a large
area is required to be covered. Again, the use of traps, enclosures will improve coverage, as for
gas detectors

A disadvantage is the requirement for some types to reset the detectors when they have been
exposed to fuel (depending on its volatility) after removing them from the spillage.

More information is required on their reliability.
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Recommendations

1.

Developments in the ISA report TR84.00.07, which is being written by the ISA
Standard Panel 84 (SP84), should be monitored to determine whether it can be adapted
for UK/European use, eg through the IEC 60079-29 committee on gas detectors.

Review the application/relevance of a published ISA TR84.00.07 Technical Report for
fuel storage sites with dutyholders, particularly regarding whether the quantitative
methodology of risk mitigation assessment in the document can be applied whenever
gas/liquid spill detection systems, but not leak detection and repair (LDAR) systems,
are being put forward by dutyholders.

Liquid hydrocarbon detection may be preferable to gas detection as it is more likely to
have greater detector coverage because predicting liquid flow is less uncertain than gas
dispersion, although liquid detection is not a true measure of the hazard (ie LEL-
related). Further investigation into their use at fuel storage sites is required.

If gas detection is used for petroleum vapour then infrared detection is preferable.
More data on gas/liquid dispersion at fuel storage sites is required.
Detector coverage estimation techniques require further investigation and validation as

they are just as important, if not more, than hardware reliability for assessing the risk
mitigation effectiveness of Fire & Gas Systems.
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1 INTRODUCTION

In the UK, there are approximately 50-60 petrol storage depots similar to Buncefield operated in
Great Britain, based on HSE’s view of the factors that led to the overfill of the tank with
petrol supplied through a pipeline, and subsequent generation of the vapour cloud (HSE,
2007a). These depots are characterised by the Buncefield Standards Task Group (BSTG, 2007)
as limited to tanks containing material and operating under similar regimes that existed at
Buncefield, namely:

e COMAH top- and lower-tier sites, storing:

e gasoline (petrol) as defined in Directive 94/63/EC [European Parliament and Council
Directive 94/63/EC of 20 December 1994 on the control of volatile organic compound
(VOC) emissions resulting from the storage of petrol and its distribution from terminals to
service stations], in:

e vertical, cylindrical, non-refrigerated, above-ground storage tanks typically designed to
standards BS 2654, BS EN 14015:2004, AP1 620, AP1 650 (or equivalent codes at the time
of construction); with

o side walls greater than 5 metres in height; and at

« filling rates greater than 100 m%hour (this is approximately 75 tonnes/hour of gasoline).

The sites are operated by a variety of dutyholders and comprise both terminals (approx 50) and
refineries (approx 5) (HSE, 2007b). These terminals can either be attended or unattended.

Following the Buncefield incident in 2005, the Buncefield Major Incident Investigation Board
(MIIB) reported on ‘Recommendations on the design and operation of fuel storage sites’
(Buncefield MIIB, 2007). Amongst the recommendations were those relating to prevention and
mitigation of flammable and explosion hazards. Prevention is defined as an action that reduces
the frequency of occurrence of a hazardous event, while mitigation is defined as an action that
reduces the consequence(s) of a hazardous event (BS EN 61511-1). An example of a prevention
layer is an overfill prevention system and Recommendation 3 (part of the section on Protecting
against loss of primary containment using high integrity systems) of the MIIB Report states
that:

“Operators of Buncefield-type sites should protect against loss of containment of petrol and
other highly flammable liquids by fitting a high integrity, automatic operating overfill
prevention system (or a number of such systems, as appropriate) that is physically and
electrically separate and independent from the tank gauging system. Such systems should meet
the requirements of Part 1 of BS EN 61511 for the required safety integrity level, as determined
by the agreed methodology (see Recommendation 1).”

Examples of mitigation layers are fire and gas systems (FGS) and liquid hydrocarbon detection
systems which may then actuate, for example, a shutdown system. Recommendation 13 of
Clause 28 (‘Engineering against loss of primary containment’) of the MIIB Report states that:

“Operators of Buncefield-type sites should employ measures to detect hazardous conditions
arising from the loss of primary containment, including the presence of high levels of
flammable vapours in secondary containment. Operators should without delay undertake an
evaluation to identify suitable and appropriate measures. This evaluation should include, but not
be limited to, consideration of the following:



e Installing flammable gas detection in bunds containing vessels or tanks into which large
quantities of highly flammable liquids or vapour may be released:;

e The relationship between the gas detection system and the overfill prevention system.
Detecting high levels of vapour in secondary containment is an early indication of loss of
containment and so should initiate action, for example through the overfill prevention
system, to limit the extent of any further loss...”

Gas detectors are widely used to monitor leaks of flammable vapour, particularly offshore
where evacuation of the site is obviously much more difficult than onshore. They are employed
onshore on petroleum refineries but tend not to be used at UK fuel storage sites. Indeed,
currently, there are no gas detectors used for petrol vapour applications on UK fuel storage sites
although, apparently, one major company has specified gas detectors for a major installation.
Gas detectors are used however on some European fuel storage sites, eg France.

The main reasons put forward for the absence of gas detection at fuel storage sites are:

1. gas detection is a hazard mitigation system rather than a prevention system;

2. doubts about their effectiveness — will they detect gas and give adequate warning

without false alarms? Effectiveness depends critically on the detector location,

reliability of detector hardware and software, and human factors (eg regular

maintenance and calibration, manual actions upon alarm activation); and

will any mitigation initiated by a detection system be effective?

4. their cost-effectiveness - the cost of installing gas detection is estimated to be around
£30k per tank, dependent on existing infrastructure — is this a worthwhile investment for
the required level of risk reduction?

w

An alternative leak detection system is based on monitoring liquid hydrocarbon; these are
mitigative techniques like gas detection, and are relatively new technology compared to gas
detection systems.

The effectiveness of mitigation systems, eg shut-off valves, which may be actuated by
gas/liquid hydrocarbon detection, are not considered here.

The overall objective of this project is to review the use of gas detectors for petrol vapour (and
to briefly consider liquid hydrocarbon detectors) at UK fuel storage sites such as Buncefield.

The methodology adopted for this review was:

e Literature review using various search terms
e Internet searching
e  Face to face meetings with
e HSE staff
e HSL staff
e Dutyholders
e  Gas detector manufacturers
e LASTFIRE® meeting attendance

! LASTFIRE is a consortium of international oil companies reviewing the risks associated with fires in storage tanks
and developing the best industry practice to mitigate the risks. http://www.resprotint.co.uk/lastfire.htm
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2 LEAK DETECTION AT FUEL STORAGE SITES

There are various sources of fuel leakage at fuel storage sites which can be classified as major
hazard, ie major spills, and leaks which are minor, whose detection is classified by the industry
as LDAR - leak detection and repair.

Overfill of the primary containment, at atmospheric pressure, as occurred at Buncefield, is a
major hazard although its frequency is extremely low. Leaks occur at greater frequencies and
arise from:

e Holes, eg from corrosion, in tanks and pipes, usually at low pressure
e Faulty valves and flanges, which may be under high pressure
e Fugitive emissions from the tank at atmospheric pressure

The API guide to leak detection for aboveground storage tanks (API, 1996) considers the
following classes:

e Volumetric/mass: measurement of changes in the amount of liquid in terms of level or
mass (ie prevention);

e Acoustic: measurement of acoustic energy generated by fluid as it passes through an
orifice;

e  Soil-vapour monitoring: use of a chemical marker compound in the tank that can contact
the bottom and migrate through the backfill; and

e Inventory control: detailed records of additions and withdrawals and compare with the
liquid level or mass.

There are, however, alternative methods subsequently put forward for spill/leak detection at fuel
storage sites are based on two other principles, which form the basis of this review:

e Gas (vapour) detection; and
e Liquid hydrocarbon detection

Gas detection systems, discussed further in Section 6, can be deployed to detect the vapour from
spillage of liquid arising from overfill, holes, valves and flanges when operated at the
appropriate sensitivity in the optimal location. This could be in the bund, beyond the bund and
specifically in areas on the site where there are ignition sources. The bund area is designed to
retain liquid from spillage and therefore the probability that the detector will ‘see’ the gas from
a spill is highest there.

Locating the gas detector(s) in the right place is not an easy task and, currently, there is no
guidance specifically relating to gas/liquid detection at fuel storage sites. However, the Center
for Chemical Process Safety (CCPS) of the American Institute of Chemical Engineers (AIChE)
together with the American Industrial Hygiene Association (AIHA) is to publish a book on
"Continuous Monitoring for Hazardous Material Releases" (AIChE, 2009) due for release in
March 2009. An advance copy has been kindly made available in advance of publication. This
book contains more specific guidance, mainly relating to flammable and toxic gas detection
from accidental releases from chemical facilities, including fuel storage sites.

For high pressure leaks (typically > 10 bar) then ultrasound detectors could be employed. These
detect the ultrasonic emission from a high pressure gas/vapour leak but do not quantify the



concentration of gas (eg %LEL) or the release rate. Currently, they are unsuitable for liquid leak
detection. These are also discussed in Section 6.

Liquid hydrocarbon detection systems are also used for leak detection at fuel storage sites. They
can be deployed to detect leaks of liquid fuel from overfill, holes, valves and flanges when
operated at the appropriate sensitivity in the optimal location. Usually, this will be in the bund
for tank overfill and tank hole and flange/valve leakage. They are discussed further in Section 7.

Gas detection systems (including ultrasonic detectors) and liquid hydrocarbon and must be
designed, located and operated so that they do not alarm under normal operating conditions
when, for example, minor spillages occur or the result of normal transfer operations.

Currently, there are no gas detection systems installed at UK fuel storage sites. Risk prevention
techniques (eg tank level monitoring) rather than mitigation techniques, are receiving more
attention than spill/leak detection by some dutyholders. Nevertheless, one approach being
considered, based on a risk analysis of each site, involves lower cost point flammable gas
detectors and liquid hydrocarbon detectors (conductance principle) in the bund. The detectors
sample the denser than air vapour and liquid from below a container surrounding identified
potential leak sources. This reduces the uncertainty associated with dispersion of the gas/liquid
and improves coverage. The setup is principally designed to detect small leaks from
valves/flanges but would also respond to a large-scale spillage which spread into the bund. The
detectors also have three alarm levels where the first level is a low level alarm followed by two
high alarms.

Some dutyholders have installed liquid hydrocarbon detectors (conductivity principle) at their
storage tank sites.



3 STANDARDS AND GUIDES

3.1 GENERAL

National and international standards are primary sources of good design and practice relating to
the performance, selection, installation, use, maintenance and functional safety of
instrumentation including gas detection. Functional safety standards BS EN 61508, for the
equipment supplier, and particularly BS EN 615117 for the user, (and ISA 84.00.01-2004%) are
well-known and increasingly applied to safety instrumented systems. However, major issues
arise in the application of these standards to Fire & Gas Systems (FGS), including those
potentially used at fuel storage sites, and include:

o the use of performance-based design methodologies associated with mitigative Safety
Instrumented Functions eg provided by gas detection, is not currently normal practice
within the process industries. However, mitigative Safety Instrumented Functions could be
within the scope of standards such as BS EN 61511 (and ISA 84.00.01-2004) as is
discussed further in Section 4.

e the precise definition of the safety function. If the safety function is 'detect release of gas'
then all the difficulties associated with detection coverage have to be included and these
are likely to dominate over the hardware and software integrity of the FGS, so diluting the
value of the SIL concept with regard to the system hardware and software integrity. This is
discussed in Section 4.

e the FGS may only be one of the inputs into the mitigation system, ie the emergency
shutdown (ESD) system. It is usually the ESD system that implements the logic and 'final
actuation’ e.g. shut down or partial shut down. This is not discussed further in this report.

Additionally, there is US guidance on leak detection for aboveground storage tanks produced by
the American Petroleum Institute (API, 1996), see Section 2.

There are various standards relating to gas detection including performance requirements, guide
for use and functional safety. Current, previous and draft replacement standards for functional
safety and all aspects of gas detection are listed in Table 3.1. These standards and the functional
safety standards previously mentioned are discussed further below. The current functional safety
standards are, however, concerned with the instruments themselves (hardware) and do not
consider their coverage. This is discussed in Section 4.

At present, there are no UK/EN performance standards relating to liquid hydrocarbon detectors.
Additionally, industry guidance from industry associations or specific companies, eg Design

Engineering Practice, tends to refer to the above standards as overarching documents but
incorporates experience of technologies, procedures etc, specific to the industry.

! BS EN 61508 series: Functional safety — safety instrumented systems for the process sector

2 BS EN 61511 series: Functional safety of electrical/electronic/programmable electronic safety related systems

3 ANSI/ISA 84.00.01-2004 (IEC 61511 Mod), Functional Safety: Safety Instrumented Systems for the Process
Industry Sector, Parts 1, 2 & 3)., Instrumentation, Systems, and Automation Society, Research Triangle Park, NC,
2004.
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Table 3.1. UK (BS/EN) standards relating to flammable gas detectors

Subject Current standard name Current standard number Previous standard Comments
Flammable gas detector | Explosive atmospheres BS EN 60079-29-1:2007 BS EN 61779-1:2000 BS EN 60079-29-1 is an IEC derived standard
performance (product) | atmospheres — Part 29-1: Gas BS EN 61779-2:2000 based on BS EN 61779 but with more
specification detectors — Performance BS EN 61779-3:2000 emphasis on tests relevant to IR detectors. The

requirements

BS EN 61779-4:2000
BS EN 61779-5:2000

Withdrawal date:
Apr 2010

various parts of BS EN 61779 (mines, non-
mines, 0-100%LEL, 0-100%v/v) are combined
into one document.

Flammable gas detector
guide for use etc

Explosive atmospheres — Part 29-
2: Gas detectors — Selection,
installation, use and maintenance

BS EN 60079-29-2

BS EN 50073:1999

Withdrawal date:

Based on BS EN 50073 to some extent, more
information but more repetitive.

of detectors for flammable gases Apr 2010
and oxygen
Functional safety of fixed | Electrical apparatus for the | BS EN 50402:2005 BS EN 60079-29-3 under development by IEC,

gas detection systems

detection and measurement of
combustible or toxic gases or
vapours or of oxygen -
Requirements on the functional
safety of fixed gas detection
systems

(BS EN 60079-29-3 as
draft)

using BS EN 50402 as basis. HSE input to IEC
committee.

EMC gas detectors
performance specification

Electromagnetic compatability —
Electrical apparatus for the
detection and measurement of
combustible gases, toxic gases or
oxygen

BS EN 50270:1999

Gas detector specific version of generic EMC
standard.

Software and digital gas
detectors performance
specification

Electrical apparatus for the
detection and measurement of
combustible gases, toxic gases or
oxygen — Requirements and tests
for apparatus using software
and/or digital technologies.

BS EN 50271:2002

Uncertain status in relation to ‘more robust’ BS
EN 50402. However, detectors have been
certified to this standard.

Open-path flammable gas
detectors: general
requirements

Specification for open path
apparatus for the detection of
combustible or toxic gases and
vapours: Part 1 - General
requirements and test methods

BS EN 50241-1:1999

Not used by industry. Parts 1 and 2 revised by
IEC as 60079-29-4.

Open-path flammable gas
detectors: combustible

Specification for open path
apparatus for the detection of

BS EN 50241-2:1999

Not used by industry. Parts 1 and 2 revised by
IEC as 60079-29-4.




Subject

Current standard name

Current standard number

Previous standard

Comments

gas performance

combustible or toxic gases and
vapours: Part 2 — Performance
requirements for apparatus for the
detection of combustible gases

Open-path flammable gas
detectors: guide for use

(BS EN 60079-29-2 as
draft modification)

To be developed by IEC as part of 60079-29-2

to accompany
60079-29-4.

performance

specification




3.2 BS EN 50402 FUNCTIONAL SAFETY GAS DETECTORS

BS EN 50402 is a product standard based on BS EN 61508 and includes additional
requirements of EN ISO 13849-1 (Safety of machinery — Safety related parts of control systems
Part 1. General principles of design). It covers part of the phase 9 “realisation” of the overall
safety life cycle defined in BS EN 61508. It does not specify requirements for the installation
and maintenance of gas detection systems. It also does not specify the physical positioning of
sensors. It focuses on the effectiveness of the fire & gas system hardware alone and uses the
term Safety Integrity Level (SIL) as in IEC 61508 and 61511.

3.3 IEC 60079-29-3 FUNCTIONAL SAFETY GAS DETECTORS (DRAFT)

At present, this standard is in the early drafting stages. The current draft (dated 16/07/2007) is
essentially based on EN 50402 and has the same Scope as in Section 3.2 above. The proposal
was approved by IEC (USA was the only negative vote) on 09/05/2008 and has been introduced
in the IEC programme of work under the following title: IEC 60079-29-3 Ed. 1.0: Explosive
atmospheres — Part 29-3: Gas detectors — Requirements on the functional safety of fixed gas
detection systems.

The US objection was “Overall we do not see any justification as to why this document should
be adopted as an IEC standard as it does not add anything over what is already defined within
IEC 61508/61511. Current development work within ISA SP84 supports the use of the
principles in IEC 61508 (adopted in the US as ISA 84.00.01)”. The points raised are discussed
in Section 4.

It was expressed that the document as presented requires major change. The Australia/New
Zealand committee was charged with developing ideas and concepts based upon IEC 60079-29-
3 (Draft 1) and ISA SP84 to produce a revised document including considerations of, for
example, probability of failure on demand (PFD), safe failure fraction (SFF), and possible
exclusions such as coverage (location and voting) systematic (common mode) failures such as
poisoning in catalytic detectors (see Section 6), Installation and Maintenance.

3.4 BS EN 60079-29-2 GUIDE FOR USE

The guidance relating to the location of detectors is very general. The key points identified in
Clause 8 of the standard relating to location of detectors are:

1. the principal objective is that sensors and sampling points should be placed such that
gas accumulations are detected before they create a significant hazard.

2. sensors and sampling points should be located in positions determined in consultation
with those who have a knowledge of gas dispersion, those who have a knowledge of the
process plant system and equipment involved, and safety and engineering personnel.
This determination should consider:

a. The combination of sources of release with propagation effects (clause 7);

b. Whether the sources of release can be inside our outside confining structures,
buildings etc.;

¢. What can happen at access points such as doorways, windows, tunnels, trenches
etc,;

d. Local environmental conditions;

Occupational Health and Safety;

f.  Access for maintenance including calibration and verification, and protection of
the system against operational hazards of the plant.

.
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3. The decisions reached on the locations of sensors and sampling points should be
recorded in a safety dossier for the plant.

4. Where it is necessary only to detect the escape of gas from within a given area, then
sensors or sample points may be placed at intervals around the perimeter of the site.
However, such an arrangement may not provide an early warning of a release. This
arrangement should not be used alone if a release could cause a significant hazard to
personnel or property within the perimeter itself.

5. Sensors or sample points should be located close to any potential sources of major
release of gas, although to avoid nuisance alarms, detection points should generally not
be located immediately adjacent to equipment which may produce inconsequential
minor leakage in normal operation. In general, on open sites minor leaks may be
dispersed without causing a hazardous accumulation.

6. Sensors should also be located in all areas where hazardous accumulations of gas may

occur. Such areas may not necessarily be close to potential sources of release but might,

for instance, be areas with restricted air movement. Heavier than air gases are
particularly likely to flow like a liquid and to accumulate in cellars, pits and trenches if
these are present.

Similarly, lighter than air gases may accumulate in overhead cavities.

8. If there is significant ambient air movement, or if the gas is released into enclosed
spaces, then the behaviour of gas is modified. The behaviour of gases following a
release is complex and depends on many parameters. However, knowledge of the
influence of these parameters is not sufficient, in practice, to predict the extent and/or
build-up speed of a flammable atmosphere. The prediction may be improved by:

a. the application of generally accepted empirical rules developed by experts,
based on their past experience;

b. on-site experimentation to simulate and describe precisely the behaviour of the
gases. This includes the use of smoke tube tests, anemometer readings or more
detailed techniques such as tracer gas analysis;

c. numerical simulation of gas dispersion.

9. In general, sensors should be sited above the level of ventilation openings and close to
the ceiling for the detection of gases lighter than air, and below the ventilation openings
and close to the floor for the detection of gases heavier than air.

10. Where it is required to detect the possible ingress of gas or vapour into a building or
enclosure from an external source, sensors should be sited adjacent to the ventilation
openings. These sensors should be in addition to any required for the detection of
releases within the building or enclosure.

~

Further aspects of Point 8 above are explored in Section 5.

3.5 NORWEGIAN OIL INDUSTRY ASSOCIATION GUIDE TO EN 61508 &
61511

This document, published by the Norwegian Qil Industry Association in 2004 and funded by
OLF, is a guideline to adapt and simplify the application of IEC 61508 and IEC 61511 in the
Norwegian petroleum industry (OLF, 2004). IEC 61508 describes a fully risk based approach
for determining SIL (Safety Integrity Level) requirements, while the OLF guidance provides
minimum SIL requirements for the most common instrumented safety functions on a petroleum
production installation. Although it is primarily intended for offshore applications there are
various aspects of the guide which could be of use for onshore systems.

The guide also refers to the Norwegian produced PDS Method Handbook, generally referred to
as the ‘PDS, document (SINTEF, 2003a) and compares it with IEC 61508. Key aspects of the
OLF “standard’ relating to gas detection are:



Development of SIL requirements. Section 7.6 Minimum SIL requirements. Table 7.1
Minimum SIL requirements - local safety functions. The SIL-requirement applies to the
sub-function needed for gas detection, given exposure of one detector, i.e. gas detector,
F&G node.

Systematic failures. Section 8.5.1 SIL requirements. Avoidance and control of systematic
faults. Even if systematic failures are difficult to quantify, the PDS data handbook
(“Reliability Data for Control and Safety Systems — 2003 Edition”) provides generic
values, and also a method for obtaining plant specific values for gas detectors. Thus,
leaving out systematic failures from the analysis would seem as a “step backwards” as
compared to what was obtained in the PDS projects. Furthermore, since the PFD figures
for the safety functions will be used as input to the QRA, it is important that these figures
are as realistic as possible. i.e. in the QRA systematic failures must be added in order to
give a realistic figure of the SIS performance (refers to Appendix A and Appendix D in
PDS).

SIL requirements. Appendix A Background for minimum SIL requirements, Section A9
Gas detection, Quantification of safety function. Data are given in Table Al4 Table A.14
PFD and PSF results for gas detection sub-function (i.e. single detector).From the table it is
deduced that a SIL 2 requirement is achievable.

SIL requirements. Appendix A Background for minimum SIL requirements, Section A9
Gas detection, ‘Basic Assumptions’: the standard states that it should be noted that
considerations related to number of and layout of detectors must be covered by separate
studies (e.g. simulation studies and QRA).

QRA and IEC 61508 Appendix C Handling of deviations — use of QRA. C.4 QRA and
IEC 61508. When stating SIL requirements as given in Table 7.1 in this document, and
when performing verifications of these requirements according to IEC 61508, there will be
a number of “risk elements” that may not be explicitly addressed. These elements therefore
need to be addressed in other analyses such as the overall QRA, and some examples may
include:

0 The gas detectors are not exposed as assumed and the safety function is
therefore not activated (wind direction, detector layout, size of release, etc.)

0 Several of the safety functions described in Table 7.1 and in Appendix A are
incomplete, i.e. in order to provide input to the QRA, some additional
(installation specific) considerations need to be done. E.g. for the gas detection
function (ref. section A.9) the actual detector voting and the likelihood of
exposing the detectors need to be reflected...

o It should be noted that some of the “additional risk elements” listed above will
typically fall into the category of systematic failures. This underlines an
important point; when performing calculations according to IEC 61508, the
standard explicitly states that systematic failures shall not be quantified but
shall be controlled and reduced by the use of qualitative checklists. However,
when performing QRA, the goal should be to obtain a “correct” estimate of the
risk, and in this respect it will be important to also include the PSF (Probability
of Systematic Failure) contributions towards failure of the considered safety
functions.

Voting. Appendix D.8, some example calculations have been performed for different
types of gas detection voting configurations (MooN). The treatment is at variance with that
in IEC 61508.
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3.6 DUTYHOLDER CODES OF PRACTICE
Dutyholders have their own Engineering Best Practice documents which refer to the above

standards but incorporates their own field knowledge of their installations and their experiences,
both in the laboratory and field, of detection systems.
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4 GAS DETECTION & FUNCTIONAL SAFETY

4.1 INTRODUCTION

The standards BS EN 50402 and IEC draft 60079-29-3 on gas detection and functional safety,
described in Section 3, focus on the effectiveness of the gas detection system hardware alone
and use the term SIL as in IEC 61508 and 61511. Moreover, IEC 61511 focuses on those safety
instrumented systems which are prevention layers. The assumption with prevention layers is
that:

o they will always be able to respond to the hazardous condition, and
o if they respond correctly their action will prevent the hazardous event from occurring.

Using a SIL 2 rated detector, a SIL 2 rated logic solver, and a SIL 2 rated final element should
result in a SIL 2 rated function that should provide a Risk Reduction Factor (RRF) of >100, (see
Table 4.1) assuming all the other requirements in the standard are met. If a properly functioning
sensor is unable to respond to the hazardous condition it was designed to detect, and if a
properly functioning final element does not eliminate the hazard, then the system was not
designed properly.

Table 4.1 SIL levels

SIL Probability of Risk
Failure on Reduction
Demand Factor
[1/(PFD)]
3 >10-4 — <10-3 >1000 — <10000
2 >10-3 — <10-2 >100 — <1000
1 >10-2 — <10-1 >10 — <100

However, gas (and fire) systems, which are mitigation layers, are different. Detectors may be
working properly but they may never see the gas release, for example, sensors may be placed
improperly, there may not be enough sensors, wind may dilute the gas before it can be detected,
obstructions may divert the release, a release may be too small to be detected. The system may
respond properly, but there is no guarantee that the consequences of the hazardous event will
actually be eliminated or mitigated. Consequently, if the safety function is to 'detect release of
gas', using a SIL 2 rated sensor, a SIL 2 rated logic solver, and a SIL 2 rated final element may
not result in a SIL 2 rated function that may not provide a Risk Reduction Factor of >100. This
is illustrated by Table 4.2 where risk reduction factors are calculated for various values for
detection coverage, hardware and mitigation safety availability.

Table 4.2. Gas detection Risk Reduction Factors

Hazard Detection Hardware/software | Mitigation Risk

Coverage Safety availability Effectiveness Reduction
Safety Safety Factor*
availability availability

1 1.00 0.991 (SIL2 min) 1.00 111

1 0.90 0.91 (SIL1 min) 0.90 3.8

1 0.90 0.991 (SIL2 min) 0.90 5.1

1 0.90 0.9991 (SIL3 min) 0.90 5.2

1 0.90 1 0.90 5.3

1 0.90 0.991 (SIL2 min) 1.00 9.3

*RRF = 1/PFD = [1/(1-SA)]; SA is the product of the safety availabilities for coverage, hardware and mitigation.

12



Typically, detection coverage at sites is less than 90%, for example HSE data for offshore
installations (Hydrocarbons releases database) indicates a minimum of 60%, (HSE, 2008); the
mitigation effectiveness is typically less than 90%, therefore the overall risk reduction will
never be greater than 10. The overall system will thus not even reach the SIL 1 rating. The level
of performance of the gas detection system hardware is therefore of secondary importance.
Further calculations showing RRFs for various combinations can be found in General Monitors
Information (Choo, 2008). Nevertheless, despite this, the use of SIL 1 or SIL2 rated hardware
gives the user more confidence in the reliability of the detector itself, and these ratings are the
acce